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Decoding the Digital World: Understanding How the
Internet Works in Everyday Life - Level 4

Section 2: The Layers of Internet Architecture and Core Protocols

Understanding the Internet’s functionality requires a deeper dive into the layered
architecture that organises the protocols and technologies into a structured model.
This architecture is instrumental in understanding how different technologies interact to
deliver a seamless Internet experience. In this section, we will explore the Open
Systems Interconnection (OSI) model, the Internet Protocol Suite (also known as the
TCP/IP model), and the core protocols that operate within these frameworks.



Prisoners’
Education
Trust
2.1 The Open Systems Interconnection (OSl) Model

The OSI model is a conceptual framework used to understand the complex interactions
that occur in network communications. It divides network communication into seven
layers, each serving a specific function:

1. Physical Layer: This is the foundational level where hardware (cables, switches, and
the electrical signals or wireless transmissions) exists. Itis responsible for the
transmission and reception of unstructured raw data over a physical medium.

2. Data Link Layer: Here, data packets are encoded and decoded into bits. It also
handles error checking and frame synchronisation. This layer is where the Media Access
Control (MAC) address operates, which is unique to each device.

3. Network Layer: This layer is concerned with data packet forwarding, including
routing through intermediate routers. It is where the Internet Protocol (IP) operates,
enabling connectivity and path determination.

4. Transport Layer: Responsible for end-to-end communication and data flow control,
the Transport Layer ensures the complete data transfer with protocols like TCP and User
Datagram Protocol (UDP).

5. Session Layer: This layer manages sessions with the ability to set up, coordinate,

and terminate conversations and data exchanges.

6. Presentation Layer: It translates data between the network and application layers,
ensuring that the data is delivered in a readable format.

7. Application Layer: The interface with the end-user, this layer is where
communication partners are identified, quality of service is identified, user
authentication and privacy are considered, and any constraints on data syntax are
identified. Protocols like HTTP, FTP, SMTP operate at this level.
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2.2 The Internet Protocol Suite (TCP/IP Model)

The Internet operates more practically on a simpler model called the Internet Protocol
Suite, commonly known as the TCP/IP model. It condenses the layers of the OSI model
into four layers:

1. Link Layer: Combining the Physical and Data Link layers of the OSI model, the Link
Layer is where network hardware and protocols ensure that data can be transmitted
over the physical network.

2. Internet Layer: This corresponds to the Network Layer of the OSI model, where the IP
operates to route packets across networks.

3. Transport Layer: Like the OSI model, the Transport Layer is where TCP and UDP
operate to ensure data is transferred reliably from point to point.

4. Application Layer: This merges the Session, Presentation, and Application layers of
the OSI model. Protocols like HTTP, SMTP, FTP, and DNS work here to provide various
services to applications.

THE TCP/IP MODEL

A SIMPLIFIED FRAMEWORK

Application Layer

Handles network applications
and protocols

Transport Layer

Provides end-to-end
communication services

Internet Layer

Routes packets across
networks

Network Interface Layer

Connects to the physical

network
(Combines OSlI’s Data Linkand Physical Layers)




Prisoners’
Education
Trust

Core Protocols and Their Functions

Understanding the core protocols that operate within these layers is critical to
comprehending how the Internet functions.

Internet Protocol (IP)

IP is responsible for delivering packets from the source host to the destination host
based solely on the IP addresses in the packet headers. IP is a connectionless protocol,
meaning there is no continuous connection between the end points that are
communicating.

Transmission Control Protocol (TCP)

TCP is a connection-oriented protocol, meaning a connection is established and
maintained until the application programs at each end have finished exchanging
messages. It ensures that data is delivered in the order it was sent and that no packets
have gone missing or contain errors.

User Datagram Protocol (UDP)

UDP is a simpler, connectionless Internet protocol. It does not guarantee message
delivery and does not ensure proper sequencing or avoidance of duplicate delivery.
These aspects are up to the application layer to manage. This protocol is used when
speed is desirable and error correction is not necessary, such as streaming audio or
video.

Hypertext Transfer Protocol (HTTP) and HTTPS

HTTP is the protocol used for transferring web pages on the Internet. When secured with
Transport Layer Security (TLS), it becomes HTTPS, where ‘S’ stands for ‘secure’. HTTPS
ensures that communications between the browser and the website are encrypted and
secure.

File Transfer Protocol (FTP)
FTP is used to transfer computer files between a client and server on a computer
network. It offers mechanisms for user authentication and is built on a client-server

model architecture.

Simple Mail Transfer Protocol (SMTP) and Post Office Protocol (POP)/Internet
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Message Access Protocol (IMAP)

SMTP is the protocol for sending email messages between servers. Most email systems
use SMTP to send messages from one server to another. For retrieving messages, email
systems use either POP or IMAP. POP downloads emails from a server for permanent
local storage, while IMAP allows remote access to and management of emails stored on
the server.

Domain Name System (DNS)

DNS is a hierarchical and decentralised naming system for computers, services, or any
resource connected to the Internet. It associates various information with domain
names assigned to each of the participants. Most importantly, it translates human-
readable domain names to machine-readable IP addresses.

Core Internet Protocols
and Their Functions
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2.3 Network Address Translation (NAT) and Security Protocols

NAT is a method used by routers to translate a public IP address used on the Internet
into a private IP address used within a local area network (LAN) and vice versa. This is
necessary because the number of available IPv4 addresses is limited. NAT allows
multiple devices on a private network to share a single public IP address.

Internet Security Protocols

Internet security is crucial in protecting data during transmission. Protocols such as
Secure Sockets Layer (SSL) and its successor, TLS, provide encryption and
authentication to secure data communications over networks. They are most
commonly used for securing transactions in web browsers (as part of HTTPS).

2.4 The Role of Caching and Content Delivery Networks (CDNs)

Cachingis the process of storing data in a temporary storage area to make it faster to
retrieve when needed. CDNs are distributed networks of servers that deliver web
content to users based on their geographic location. These technologies enhance the
user experience by speeding up the loading time of web pages, especially for content-
rich sites.

By understanding the layered architecture of the Internet and the core protocols that
operate within them, one can appreciate the complexity and efficiency of the networks
that connect us. This knowledge is fundamental to navigating the digital landscape,
troubleshooting network issues, and grasping the potential for future developments in
Internet technology.

As the Internet continues to evolve, the protocols and technologies we discussed will
also adapt. Innovations like IPv6, which addresses the limitations of IPv4, and ongoing
enhancements to security protocols, ensure the Internet can meet the growing
demands of the modern world. Understanding these layers and protocols provides a
solid foundation for comprehending many of the Internet’s current and future
capabilities.
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Section 2 Quiz

1. Which OSI model layer is responsible for the transmission and reception of
unstructured raw data over a physical medium?

A. Data Link Layer

B. Physical Layer

C. Transport Layer

D. Network Layer

2. What is the purpose of the Internet Protocol (IP)?

A.To encrypt and secure data communications

B. To translate human-readable domain names to machine-readable IP addresses
C. To deliver packets based solely on the IP addresses in the packet headers

D. To transfer computer files between a client and server

3. Which protocol is used when speed is desirable and error correction is not
necessary, such as streaming audio or video?

A.TCP

B. SMTP

C. HTTP

D. UDP

4. What is the role of Network Address Translation (NAT)?

A. To encrypt data transmissions between browsers and websites

B. To transfer files between a client and server on a network

C. To deliver web content to users based on their geographic location

D. To translate public IP addresses to private IP addresses within a LAN and vice versa

5. Which layer of the OSI model manages sessions with the ability to set up,
coordinate, and terminate conversations and data exchanges?

A. Network Layer
B. Physical Layer
C. Session Layer

D. Presentation Layer

7
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Answer:

1. Which OSI model layer is responsible for the transmission and reception of
unstructured raw data over a physical medium?

B. Physical Layer

2. What is the purpose of the Internet Protocol (IP)?

C. To deliver packets based solely on the IP addresses in the packet headers

3. Which protocol is used when speed is desirable and error correction is not
necessary, such as streaming audio or video?

D. UDP

4. What is the role of Network Address Translation (NAT)?

D. To translate public IP addresses to private IP addresses within a LAN and vice versa

5. Which layer of the OSI model manages sessions with the ability to set up,
coordinate, and terminate conversations and data exchanges?

C. Session Layer



