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Decoding the Digital World: Understanding How the
Internet Works in Everyday Life - Level 4

Section 4: Internet Security and Privacy

In this section, we will explore the critical concepts of Internet security and privacy,
understanding how they are maintained, and the technologies involved in keeping data
safe. We will look at various threats that users face online and the measures that can be
taken to mitigate these risks. By the end of this section, learners will have a
foundational knowledge of cyber security principles, data protection, and the
importance of maintaining privacy online.



Prisoners’
Education
Trust

4.1 Understanding Internet Security

Internet security refers to the practices and technologies designed to protect data and
communications from unauthorized access, use, disclosure, disruption, modification,
or destruction. As our reliance on the Internet grows, so does the importance of robust
security measures.

A. Common Threats:

— Malware: Malicious software includes viruses, worms, trojan horses, and spyware
that can damage systems or steal personal information.

— Phishing: Fraudulent attempts to obtain sensitive information such as usernames,
passwords, and financial details by impersonating a trustworthy entity.

— Man-in-the-Middle Attacks: When a hacker secretly intercepts and possibly alters
the communication between two parties who believe they are directly communicating
with each other.

— Distributed Denial of Service (DDoS) Attacks: Overwhelming a system’s resources by
flooding it with excessive traffic, causing it to slow down or crash.

B. Security Measures:

— Firewalls: Network security systems that monitor and controlincoming and outgoing
network traffic based on predetermined security rules.

— Antivirus Software: Programs designed to detect and remove malware.

— Encryption: The process of encoding data to prevent unauthorized access, such as
using HTTPS for secure communications.

— Authentication: Verifying the identity of users, devices, or processes, commonly
through passwords, biometrics, or token-based systems.

Cybersecurity Basics:
Principles and Practices
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4.2 Data Protection and Protecting Personal Data

In the UK, data protection and privacy are governed by laws that set out the obligations
of organizations and the rights of individuals.

Data Protection Act 2018: This Act is the UK’s implementation of the General Data
Protection Regulation (GDPR). It controls how personal information is used by
organizations, businesses, or the government.

Key Principles:

— Data must be processed lawfully, fairly, and transparently.

— It must be collected for specified, explicit, and legitimate purposes.

- It must be adequate, relevant, and limited to what is necessary.

— It must be accurate and kept up to date.

— It must be kept in a form that permits identification of data subjects for no longer
than necessary.

— It must be processed in a manner that ensures appropriate security.

Individual Rights:
—The right to be informed about how personal data is used.
—The right of access to one’s personal data.
—The right to rectify inaccurate personal data.
—The right to erase personal data in certain circumstances.
—The right to restrict processing under certain conditions.
—The right to data portability.
—The right to object to processing.
- Rights in relation to automated decision-making and profiling.

Protecting Personal Data Online
Personal data is any information relating to an identifiable person who can be directly or

indirectly identified. Protecting this data is essential to maintaining privacy and security.

Strong Passwords: The foundation of personal data security. Use long, complex, and
unique passwords for different accounts.

Two-Factor Authentication (2FA): An additional layer of security that requires not only
a password and username but also something that only the user has onthem (e.g., a

physical token).

Secure Wi-Fi Connections: Public Wi-Fi can be insecure. Using a virtual private
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network (VPN) can help encrypt internet traffic and protect data.

Regular Software Updates: Keeping software up to date is crucial as updates often
contain security enhancements and vulnerability fixes.

Awareness and Education: Being aware of the latest phishing schemes and educating
oneself on recognising suspicious emails and websites can prevent many attacks.

4.3 Technologies Driving Secure Internet Use

Several technologies are fundamental to secure internet use, from the encryption
protocols that safeguard data in transit to the secure sockets layer that websites use to
protect user information.

A. SSL/TLS (Secure Sockets Layer/Transport Layer Security): These protocols provide
secure communications over a computer network, with TLS the updated version of SSL.

B. VPN (Virtual Private Network): Creates a secure connection over the Internet,
allowing for private data transfer over public networks.

C. Public Key Infrastructure (PKI): A framework of encryption and cybersecurity that
protects communications between the server (website) and client (user).

D. Digital Certificates and Signatures: Digital certificates verify the ownership of a
public key, while digital sighatures ensure the authenticity of a document.
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4.4 Activity 1: Password Analysis

Purpose:
This activity helps you understand what makes a password strong and why it’s
important to protect your accounts with secure login details.

What to Do:
You’ll be given a set of example passwords. For each one, ask yourself:

e Isitlongenough (ideally 12 characters or more)?
e Doesitinclude a mix of uppercase and lowercase letters?
o Doesituse numbers and special characters (like #, 7, 1)?

Think about the passwords you use (or would use). Are they easy to guess, like a pet’s
name or your date of birth? Could someone figure it out just by knowing a few facts
aboutyou?

Reflect:
You don’t need to write down your real passwords. Just think about how they measure
up to the strong password checklist and how you might improve them if needed.

Password Analysis

Evaluate each password against
the checklist:

. )
e At least 12 characters long

e Includes uppercase and
lowercase letters

e Includes numbers and symbols
. J

r03vsdpP2ellz
123456
Fluffy
Qwerty2023
Mybirthday!

Is each password strong or weak?
Think about how easy it would be
to guess.



Prisoners’
Education
Trust
4.5 Activity 2: Privacy Settings Exploration

Purpose:
This activity encourages you to think about how your information is shared online,
and how to take control of what others can see or do with your data.

What to Do:
Imagine you are setting up a social media account. You’ll see different privacy options,
such as:

e Who can see your posts?
e Can people search foryou?
e Who has access to your personal data?
For each option, consider the potential risks and benefits. For example:

¢ Making your posts public might help people find and follow you, but it also
means anyone can see what you share.

¢ Allowing friends only to view your content is more private but limits your reach.

Reflect:

There are no right or wrong answers—just consider what you would be comfortable with
and why. Think about the importance of privacy in protecting yourself from unwanted
attention or misuse of your information.

Privacy Settings:

Exploring Your Options
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4.6 Activity 3: Phishing Identification

Purpose:
This activity helps you spot signs of fake or malicious emails, websites, and
messages designed to trick people into giving away personal details.

What to Do:
Look at the provided examples of suspicious content: a fake email, a dodgy text
message, and an untrustworthy login page. For each one, think about the warning signs:

o Isthe sender’s email address odd or unfamiliar?

e Doesthe message create a sense of panic or urgency?

o Arethere spelling mistakes or strange-looking links?

e« Doesthe website feel a bit off—like the design doesn’t match the real thing?

Reflect:

You don’t need to write full answers. Just spend time thinking about how to recognise
phishing attempts and how you would respond in a real-life situation. The more you
practise spotting them, the better prepared you’ll be.

ACTIVITY

Phishing Identification

Consider the questions for each example:

A Is this email

PAYMENT suspicious?
Update your pay-
ment information

? Is this website
legitimate?
% %k %k
Can you click

on this link?

Is this message
safe?



